RAFID AHMED
P: (646) 312-1000 | raiahme7862@gmail.com | www.linkedin.com/in/rafidahmed67 | github.com/hotoloude686

EDUCATION


BARUCH COLLEGE- New York, NY	Expected Graduation- 05/2027
Bachelor of Business Administration - Computer Information Systems: Concentration in Cybersecurity- GPA: 3.89
Academic Honors: Dean's List
Relevant Coursework: Cybersecurity, Computer Networking,  Data Mining, IT Auditing

SKILLS & CERTIFICATIONS


· IT Audit, GRC & Compliance: Risk and Control Matrix (RCM) development, ITGC testing, control design & effectiveness evaluation, audit-style documentation, GDPR/HIPAA compliance
· Network, Cloud & Infrastructure: Network design (HA, segmentation, defense-in-depth), Cisco Packet Tracer, AWS (EC2, S3, VPC), VMware/Hyper-V/VirtualBox
· IAM Management, Cryptography & Security Operations: MFA, privileged access, PKI, TLS, digital signatures, SIEM (Splunk), incident response, digital forensics, vulnerability management
· AI, DevOps & Data Governance: Prompt engineering, LLM security (OWASP Top 10), secure SDLC, CI/CD, Git/GitHub, data governance, disaster recovery, ethical hacking

TECHNICAL EXPERIENCE


TECH TALENT PIPELINE RESIDENCY PROGRAM (TTPR) Apprenticeship	City, State
Cybersecurity Tech Residency Apprentice	06/2026 – Present
· Architected segmented, high-availability network topologies with redundant failover paths, applying defense-in-depth and deep packet inspection to detect and contain lateral movement
· Developed risk and control matrices mapping threats to mitigating controls, tested IT general controls for design and operating effectiveness, and documented findings and remediation aligned to GDPR and HIPAA
· Enforced least privilege through multifactor authentication, privileged access management, entitlement reviews, protected data in transit and at rest with encryption, hashing, and certificate lifecycle controls
· Correlated multi-source log data to triage alerts and drive incident response and forensic investigation, then prioritized vulnerabilities by exploitability and validated remediation through ethical hacking
· Secured cloud and CI/CD environments through SDLC controls, API authentication, secrets management; hardened AI and LLM workflows against prompt injection using OWASP-aligned guardrails and adversarial testing

QUALITY HEALTHCARE	City, State
Data Management Intern	06/2024 – 08/2024
· Validated the accuracy of 3,000+ patient insurance records across 20+ carriers by reconciling each record against the internal billing system by patient ID and verifying the carrier and payment amount before submission
· Kept duplicate and misattributed write-offs out of the financial records by flagging records that were already written off, assigned to the wrong carrier, or had incorrect amounts, and escalating each discrepancy to management for documentation
· Delivered 30+ write-off collections ready for manager review and account closure with zero returned for correction, using Excel sorting and filtering to organize large datasets into standardized carrier submissions
· Handled protected health information (PHI) and patient financial data in line with HIPAA across 3,000+ records, maintaining confidentiality and data integrity throughout the reconciliation process

PROJECTS


"SCRYXEN"	08/2026
· Developed a capacity-aware vulnerability remediation console as a core engineer on a 4-person capstone team, building the data pipeline, scoring/optimization engine, and full web console.
· Built a pipeline that ingests live NVD, EPSS, and CISA KEV feeds, maps CVEs to assets via vendor-keyword matching and a NetworkX asset graph, then runs a capacity-aware optimizer to pack the highest-impact remediation plan within team hours
· Scored 4,523 real CVEs across a 37-asset, 30-vendor modeled environment (48 KEV-flagged) and produced an optimized remediation plan that reduced risk 36.6% more than a severity-ranked baseline, validated by 248 automated tests covering the scoring, optimization, and API layers.
· Engineered the CVE-to-asset risk-scoring logic (blending CVSS severity, EPSS exploit probability, CISA KEV status, and asset criticality), built the NVD/EPSS/KEV ingestion pipeline, and authored architecture decision records defining the real-vs-modeled data boundaries and vendor-keyword CVE-to-asset mapping approach — validated by 248 automated tests.
