ZUBIEDA K. LAMIYA
914-713-5341 | New York, NY | zubiedakl@gmail.com | www.linkedin.com/in/zubiedal | https://github.com/zubiedastack

EDUCATION
BARUCH COLLEGE- New York, NY	Expected Graduation- May 2027
Bachelor of Business Administration - Computer Information Systems: Concentration in Cybersecurity; Minor: Political Science

SKILLS 
· Certifications: Security+ (CompTia Expected Completion 11/2026)
· IT Audit, GRC & Compliance: Risk and Control Matrix (RCM) development, ITGC testing, control design & effectiveness evaluation, audit-style documentation, GDPR/HIPAA compliance
· Network, Cloud & Infrastructure: Network design (HA, segmentation, defense-in-depth), Cisco Packet Tracer, AWS (EC2, S3, VPC), VMware/Hyper-V/VirtualBox
· IAM Management, Cryptography & Security Operations: MFA, privileged access, PKI, TLS, digital signatures, SIEM (Splunk), incident response, digital forensics, vulnerability management
· AI, DevOps & Data Governance: Prompt engineering, LLM security (OWASP Top 10), secure SDLC, CI/CD, Git/GitHub, data governance, disaster recovery, ethical hacking
· Database Management Systems & Tools: SQL, Python, SPLUNK, Cisco Packet Tracer Experience, C++ and Git/GitHub
· Professional Skills: Client Services; Project Management SCRUM Framework 
· Languages: English, Bengali, Intermediate Hindi and Urdu, Spanish, Arabic

WORK EXPERIENCE
TECH TALENT PIPELINE RESIDENCY PROGRAM (TTPR) at Baruch College, New York, NY 	June 2026 – Present
Cybersecurity Apprentice	
· Architected segmented, high-availability network topologies with redundant failover paths, applying defense-in-depth and deep packet inspection to detect and contain lateral movement
· Developed risk and control matrices mapping threats to mitigating controls, tested IT general controls for design and operating effectiveness, and documented findings and remediation aligned to GDPR and HIPAA
· Enforced least privilege through multifactor authentication, privileged access management, entitlement reviews, protected data in transit and at rest with encryption, hashing, and certificate lifecycle controls
· Correlated multi-source log data to triage alerts and drive incident response and forensic investigation, then prioritized vulnerabilities by exploitability and validated remediation through ethical hacking
· Secured cloud and CI/CD environments through SDLC controls, API authentication, secrets management; hardened AI and LLM workflows against prompt injection using OWASP-aligned guardrails and adversarial testing

COCOON CAREGIVER SOLUTIONS LLC, New York, NY 	July 2025 – Present
Personal Caretaker	
· Assist elderly clients with daily living activities, personal care, mobility support, providing consistent and compassionate care
· Monitor client well-being and report concerns to family members and care coordinators; monitor vitals and record data
· Coordinate transportation and accompany clients to appointments and errands; Organize a safe and clean living environment

NATIONAL HONOR SOCIETY, New York, NY 	  September 2021 – June 2023
Academic Tutor	
· Provided one-on-one tutoring in mathematics, English, and history to students in grades 3-8 through virtual and in-person sessions
· Created individualized lesson plans and practice exercises to reinforce content and address learning gaps

NATIONAL HONOR SOCIETY, New York, NY 	September 2021- June 2023
Administrative Volunteer	
· Assisted teachers, counselors, and school administrators with grading, recordkeeping, and administrative tasks
· Reviewed assignments, quizzes, and examinations for accuracy under staff supervision
· Processed and distributed incoming and outgoing correspondence for faculty and administrative offices

PROJECTS
“PIKASEAL” - Affordable Vulnerability Scanner Tool to monitor an organization's website attack surface	August 2026
· Led a team of 4 as a Scrum Master: Organized standups, removing blockers, aids members, initiated meetings, planned the setup and development for the building of the product, and built the notification system for the scanner.
· Developed identifying vulnerabilities, and prioritizing the threats that need attention and action.
· PikaSeal detected open and exposed assets, identified and prioritize vulnerabilities based on real-world exploitability, provided near real-time alerts through Slack, and gave small businesses better visibility into their security and help them understand what needs to be fixed

PICOCTF CROSS-SITE SCRIPTING CHALLENGE	March 2026
· Completed web security challenge involving detection and exploitation of XSS vulnerabilities, identifying insecure input handling 
· Demonstrated how malicious scripts could be executed; and analyzed web application behavior and request/response structure

LEADERSHIP & INVOLVEMENT
TTPR PATHFINDERS – Founding Executive Board Member,  New York, NY 	September 2026-Present
· Collaborate with board and new members to plan and coordinate club activities, meetings, and student initiatives.
· Co-lead discussions and decision-making; developing outreach and engagement plan
