HIT PATEL
hitpatel2840@gmail.com * (929) 497-3634 * linkedin.com/in/hitp  * Brooklyn, NY * Website URL
 EDUCATION	
Baruch College/CUNY, Zicklin School of Business — New York, NY	Expected June 2029 BBA, Computer Information Systems (Cybersecurity Concentration) | GPA: 3.9/4.0 | Dean’s List: Fall 2025, Spring 2026
 SKILLS & CERTIFICATIONS	
Certifications: ITS Networking; ITS Network Security; ITS Cybersecurity; ITS HTML & CSS (Certiport); Security+ (CompTIA in progress)
IT Audit, GRC & Compliance: Risk and Control Matrix (RCM) development, ITGC testing, control design & effectiveness evaluation, audit-style documentation, GDPR/HIPAA compliance
Network, Cloud & Infrastructure: Network design (HA, segmentation, defense-in-depth), subnetting, VLANs, Cisco Packet Tracer, Nmap, Wireshark, AWS (EC2, S3, VPC), VMware/Hyper-V/VirtualBox
IAM, Cryptography & Security Ops: MFA, privileged access, PKI, TLS, digital signatures, SIEM (Splunk), incident response, digital forensics, vulnerability management, system hardening
AI, DevOps & Data Governance: Prompt engineering, LLM security (OWASP Top 10), secure SDLC, CI/CD, data governance, disaster recovery, ethical hacking
Programming & Tools: Python, SQL, Bash, Git/GitHub, Docker, SQLite, Oracle Cloud
Professional Skills: IT Help Desk; Project Management – Scrum Framework; Languages: English and Hindi
EXPERIENCE	
Tech Talent Pipeline Residency Apprenticeship at Baruch College — New York, NY	Jun 2026 – Aug 2026
Cybersecurity Apprentice
· Engaged in 12-week/295 hours bootcamp with projects, labs and workshops, professional mentorship sessions, delivering 90 Cybersecurity skills, and a team Capstone Project presented to industry executives
· Architected segmented network topologies with redundant failover paths, applying defense-in-depth and deep packet inspection to detect and contain lateral movement
· Developed risk and control matrices mapping threats to mitigating controls, tested IT general controls for design and operating effectiveness, and documented findings aligned to GDPR and HIPAA
· Correlated multi-source log data to triage security alerts, drove incident response and forensic investigation, and validated vulnerability remediation through ethical hacking
· Simulated reverse shell attacks using Metasploit on Kali Linux, analyzed attack chains to identify indicators of compromise, and documented endpoint defense and mitigation strategies
· Secured cloud and CI/CD environments through SDLC controls and secrets management; tested AI workflows against prompt injection using OWASP-aligned adversarial techniques
Brooklyn STEAM Center — Brooklyn, NY	Nov 2023 – Jul 2025
Tech Squad Member
· Diagnosed and resolved hardware and software issues for clients; did troubleshooting and follow-up to confirm resolution
· Trained and onboarded new team members on technical protocols and client service standards
· Documented all fixes and maintained detailed records of client interactions to track issue patterns and satisfaction
WorkEd — Brooklyn, NY	Jun 2024 – Aug 2024
Cybersecurity Apprentice
· Performed digital forensics and data analysis using SIEM tools and email header analysis techniques
· Applied the Cybersecurity Kill Chain framework to assess organizational vulnerability posture and identify attack stages
 PROJECTS	
“PicaSeal” Vulnerability Scanner & Risk Dashboard - TTPR Capstone Project	Aug 2026
· Led backend development on a 4-person team, building the discovery/scanning engine, risk-scoring module, and interactive security dashboard using Python, SQLite, and Docker
· Designed a risk engine calculating composite scores from CVSS, EPSS, and KEV data to prioritize findings across network assets
· Built automated scanning pipeline to identify domains, open ports, CVEs, and TLS misconfigurations in infrastructure
· Presented final product and technical architecture to TTPR cohort and program stakeholders
Self-Hosted VPN & DNS Security Stack	Mar 2026
· Deployed WireGuard VPN, Pi-hole ad-blocker, and Unbound recursive DNS resolver on a cloud VM, eliminating third-party DNS dependencies and reducing attack surface
· Migrated the full stack from AWS to Oracle Cloud, troubleshooting network, security groups, and firewall configurations

PROFESSIONAL ORGANIZATION INVOLVEMENT
Information Systems Audit & Control Association (ISACA) Member   				                      Sep 2025 - Present
